Japan Regional Base Area Network (JRBAN) User Agreement

__Couch, Mark___________________________ 
_FLTCORDGRU - USN__

Printed Full Name (Last, First, MI)

             Command/Office Code

1. I understand that violation of the policies stated herein or as may be issued separately may result in denial of access to all Automated Information System (AIS) assets associated with the JRBAN, in administrative actions, or in criminal prosecution.

2. (SIPRNET Users only) I understand that there are two classifications of networks, Secret and Unclassified.  I declare that I have the necessary clearance for access to SIPRNET.  I will not introduce or process data for which a given network is not specifically authorized.

3. I understand the need to protect passwords at the highest level of the data they secure.  I will not share my passwords or accounts with anyone.  I will use passwords consisting of upper and lower case letters, numbers, and special characters and which do not appear in any dictionary.

4. I understand that I am accountable for all actions taken under my accounts.

5. I will appropriately protect against unauthorized access to JRBAN assets and information (e.g. unauthorized viewing of a computer screen) and will appropriately protect/mark all output generated under my accounts (e.g. hard copy, magnetic media, optical media).

6. I will immediately report any indication of computer network intrusion, unexplained degradation or interruption of network services, or actual/possible compromise of data/file access controls to my local JRBAN Information System Security Officer (ISSO) or to the JRBAN Information System Security Manager (ISSM).

7. I will not install/modify/remove hardware (e.g. PC, PDA, modem) or software (e.g. freeware/shareware, games, entertainment software) without approval of my local JRBAN ISSO of the JRBAN ISSM.  I will not change the physical or logical configuration of the network, including changing the physical location of hardware and connecting other electronic devices.

8. I will transport no electronic computing/storage devices or magnetic/optical media associated with JRBAN out of my command without approval of my local JRBAN ISSO or the JRBAN ISSM.

9. I will contact the JRBAN Help Desk for general AIS questions or trouble calls.  I will contact my local JRBAN ISSO or the JRBAN ISSM for clarification of my Information Assurance (IA) roles or responsibilities, if necessary.

10. I understand that all information processed or stored on JRBAN systems is subject to monitoring, including email and Internet browsing.  I consent to such monitoring.

11. I will perform only authorized tasks and mission-related functions within the scope of my duties on the JRBAN.  I will take no action intentionally detrimental to proper functioning of the networks (e.g. introducing malicious code).  I will not attempt to "crack" the network or any related AIS, attempt to gain privileges beyond those assigned me, or attempt to access data that I have no need to know.

12. I will lock the workstation/terminal on which I am working prior to walking away from it for any length of time.  I will log off prior to leaving it for significant periods of time (e.g. several hours).

13. I understand I am responsible for backing up my data stored on local workstations.

14. I will virus scan all media not known to me to be virus-checked prior to introducing it to a JRBAN machine or connected system.

15. I will inform my local JRBAN ISSO or the JRBAN Help Desk when access to a particular network (i.e. NIPRNET, SIPRNET) is no longer required (e.g. PCS, retirement, separation).

16. I will not move data from a CLASSIFIED system to a system of lower classification unless I have notified my local JRBAN ISSO or the JRBAN ISSM and the process is performed in accordance with authorized downgrade procedures.

Signature ______________
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17. I understand the following actions are prohibited on government systems and I agree to refrain from them:

a. Accessing, storing, processing, displaying, distributing, transmitting or viewing material that is pornographic or racist, promotes hate crimes, or is subversive in nature.

b. Storing, accessing, processing, or distributing classified, proprietary, sensitive, For Official Use Only (FOUO), or Privacy Act protected information in violation of established security and information release policies.

c. Obtaining, installing, copying, transferring, or using software or other materials obtained in violation of the appropriate vendor's patent, copyright, trade secret, or license agreements.

d. Knowingly writing, coding, compiling, storing, transmitting or transferring malicious software code (e.g. viruses, logic bombs, worms, Trojan horses).

e. Promoting partisan political activity or advocating activities on behalf of organizations having no federal government affiliation.  Also, disseminating religious materials outside an established command religious program.

f. Activities for personal financial gain such as trading stocks/commodities or advertising/soliciting services or sale of personal property.  An exception is using a command-approved mechanism such as an MWR electronic bulletin board for advertising personal items for sale.

g. Fund-raising activities, whether for profit or non-profit, unless the activity is specifically approved by the command (e.g. MWR events).

h. Gambling, wagering, or placing any type of bets.

i. Writing, forwarding, or participating in chain letters or spam email.

j. Posting personal home pages.

k. Personal encryption of electronic information or data.

l. Other uses incompatible with public service, conflicting with government interests, violating the Joint Ethics Regulation (DODD 5500.75), or adversely affecting ability of DoD employees to perform their duties.

__________________________________
_______________

Signature




Date

__________________________________
___________________

Printed Full Name



Command/Office Code
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